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1. Automatizacija (Automation)

Odabirom kartice ,,Automation” u glavnom izborniku moze se vidjeti popis svih kreiranih automatskih poslova.
Automatski poslovi pojednostavljuju i automatiziraju slanje ve¢eg broja komandi na jedan ili viSe uredaja. Primjerice,
ako Zelite vise profila odjednom instalirati na uredaj moZete to napraviti preko automatskog posla, umjesto da svaki
profil posebno instalirate. Automatski poslovi mogu biti kreirani globalno za sve organizacije ili lokalno samo u toj
organizaciji (postavlja ih administrator skole).

Automation Jobs @

ActivationLockBypassCode "

Search for : Enollment | Health check o] Name MDM Commands |~ ~PplicationConfiguration Target Davices =
CertificateL st
ClearActivationLockBypassCode

D = Q Hame MDM Commands Target Devices Created (by)

Updated (by) Global
3 Device Info naken 1) Devicelnformation all devices 2018-08-30T11:41:51+00:00 (cametadmin) 2019-12-21T08:54:47+00:00 {cametadmin) Yes
enrollmenta
1) Devicelnformation
' 2) CertificateList
1 I T g 3) ProfileList all devices 2018-08-30T11:42:19+00:00 (cametadmin) 2019-12-21T08:66:18+00:00 (cametadmin) Yes
device infos update .
4) ManagedpplicationL st
5) InstalledApplicationList
Instaliraj obavezne D eETHELD
2) InstallProfile
Rl 3) InstallProfile
1829 enrollmenta (Restrikciie, 1'% all devices 2019-12-21T08:54:26400-00 (cametadmin) 2020-01-10T10-01-23+00-00 (cametadmin) Yes
Password policy, labelana | 4 nstalliProfile
zaklju€anom ekranu, ...) 8) InstallProfle
1 b=l 6) ProfleList
1) InstallApplication
2) InstallApplication
L 3) InstallApplication
1830 4 ool all devices 2019-12-21T09-07-38+00-00 (cametadmin) 2020-02-26T09-22:49+00-00 (radmin) Yes
nakon enrolimenta
5) InstallApplication
6) InstallApplication
7) InstallApplication
1972 Instalacija Forta v3.8.4 1) InstallApplication all devices 2020-02-11T11:37:00+00:00 (radmin) 202002-11T11:37:00+00:00 (racimin) Yes

Slika 1. Popis svih Automatskih poslova

U gornjem dijelu ekrana nalazi se traZilica u kojoj se mogu pretrazivati ve¢ kreirani Automatski poslovi prema
sijedeéim uvjetima i filterima:

- Enrollment — Yes, No — da li se Automatski Posao izvrsava tijekom upisa uredaja u MDM sustav

- Health Check — Yes, No — da li se Automatski posao izvrsava tijekom ,Health Check-a“

- Name — pretrazivanje prema imenu, dovoljno je upisati par slova iz naziva Automatskog posla

- MDM Commands — pretrazivanje prema MDM komandama koje se $alju unutar Automatskog posla
- Target Devices —filter prema tome $alje li se Automatski posao na sve uredaje ili na odredenu grupu
- Clear filter — sluzi za brisanje postavljenog filtera za pretrazZivanje

ActivationL ockBypassCode ~
Search for : Enrollment | Yes |v| Health check Yes |«| Name| in MDM Commands APPlicationConfiguration Target Devices | all devices |~ “ clear fiter
ClearActivationl ockBypassCode .,
(1] L2 Q Name MDM Commands Target Devices Created (by) Updated (by) Global
1) InstallApplication
2) InstallApplication
Instalacija aplikacija 3) InstallApplication
1830 4) InstallApplication all devices 2019-12-21T09:07-38+00-00 {cametadrmin) 2020-02-26T09:22:49+00-00 (radmin) Yes
nakon enrollmenta

5} InstallApplication
6} InstallApplication
7} InstallApplication

Slika 2. Primjer filtriranja Automatskih poslova
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Ako je zeleni znak s lijeve strane uklju¢en onda se Automatski posao izvrsava tijekom unosa novih uredaja u MDM
sustav. Ukljucivanje plavog znaka oznacava izvodenje Automatskog posla na svakom healthchecku.

Kako bi kreirali novi automatski posao, potrebno je pritisnuti tipku ,,New” u gornjem desnom kutu. U prozoru koji se
otvara potrebno je upisati podatke o poslu. S desne strane stoji izbornik ,Automation Triggers“. U ovom izborniku
nalaze se dvije opcije:

1. Push to device after enrollment - Automatski posao se izvodi prilikom ukljucivanja novog uredaja u sustav
2. Push to device on each healthcheck — Automatski posao se izvodi prilikom svakog healthcheck-a.

Isti Automatski posao moze se izvoditi i kod ukljucivanja novog uredaja u sustav i prilikom pokretanja svakog
healtcheck-a. Ako se Automatski posao izvodi prilikom svakog healtcheck-a poZeljno je kod komandi za instaliranje
aplikacija i profila staviti kvacicu na ,,Skip if exists” , kako bi izbjegli nepotrebno i viSestruko instaliranje aplikacija ili
profila koji ve¢ postoje na uredaju. U izborniku ,Automation Scope” mogude je odabrati hoce li se Automatski posao
poslati na sve uredaje ili samo na uredaje iz odredene grupe.

New Automation Job @

Name Automation Triggers
Test instalacija aplikacije [ push to device after enrollment (ane time)
push to device on each healthcheck (repeatedly)

Description

You can set priority for this job in the automation

100 = Defautt priority is 100 and the highest priority is 1000

Automation Scope

® all devices
Availability (O only devices from selected groups:

[ Awailable for Self Service Android v8

Baterija

Not before Not after

MDM Commands
Request type
Priority InstallApplication || ICT-AAC_Matematicka_igraonica (hrfer ~| [J KNOX &4 Skip if exists
100 [

Request type
Priority ManagedApplicationList -
10 B

e Add New Command

For each command, you can set priority (highest priority is 1000) or leave empty for default value (recommended

Cancel Save

Slika 3. Kreiranje novog Automatskog posla koji ce biti poslan na sve uredaje prilikom svakog healthcheck-a

Na dnu stranice nalazi se izbornik ,,MDM Commands”“. U ovom izborniku potrebno je odabrati naredbe koje ¢e se
izvoditi prilikom automatskog posla. U polju ,Priority” potrebno je upisati broj koji ¢e odredivati redoslijed izvodenja
naredbi. Naredba koja ima najvisi prioritet izvodit ée se prva, a ona koja ima najmaniji izvodit ¢e se zadnja (niZi broj
oznacava visi prioritet izvodenja). Novu naredbu moguce je dodati odabirom opcije ,,Add New Command“. PoZeljno
je da svaka komanda ima razliciti prioritet.



wnsase BPROMDM  SKOLAE= CARNZ=T

. ¢ B Professional Mobie Device Management za Livot . .
obrazovanja znanje povezuje

Nakon Sto ste unijeli sve podatke za Automatski posao, potrebno je na dnu stranice odabrati opciju ,Save”. Novi
Automatski posao sada se vidi u popisu.

2084 @ Testi ija aplikacij ;:ME"EQWAW"“””"L‘S‘ all devices 2020-03-02T13:57:03+00:00 (pro. mdm@skole_hr) 2020-03-02T13:57:03+00:00 (pro.mdm@skaole.hr) No
Pl

Slika 4. Novi Automatski Posao se pojavio u listi

Automatski posao moZze se poslati na jedan uredaj, na vise uredaja koji nisu u grupi, na vise uredaja koji su grupirani
u grupu ili na sve uredaje u MDM sustavu.

Found 2 devices Download & FosiEze
O D> Username 0s Label uDID Serial Product Enrolled at Last Ack Cmd
Select Automation Job
o= 39424 Android 9 0039424 50c89065764350a9 878807000008FCV1 8788_7 16 minutes ago 10 minutes ago ——
Test instalacija aplikacije v
0De = 27360 pro.mdm@skals hr Android 9 test 467cbeBe3bed5906 RIBMB0BXFAA a30s about 1 month ago 13 days ago
Push Automation Job
Actions @
8788 7 @i

Select Command
@ Ingood condition, last health check was 15 minutes ago, and next health check is scheduled for 2 | . L ast 10 Commands =
about 24 hours R
Device Info updated 15 minutes ago Command replied 12 minutes ago InstalledApplicationList Push Command
(Acknowledged)
Created by AutomationJob: Osnowni Healthcheck - device infos update

&= Corporate device policy

Owner (set - d replied 12 " " Aoplicationist Select Automation Job
. ommand replied 12 minutes ago ManagedApplicationLis
Iodel foxconn 8788_7 (Acknowledged) Test instalacija aplikacije
0S  Android 9 Created by AutomationJob: Qsnowni Healthcheck - device infos update
UDID 50c890656764350a9 Push Automation Job
o EETTTER Command replied 12 minutes ago Profilelist (Acknowledged)
e Created by AutomationJob: Instaliraj obavezne profile nakon enrollment »
IMEI  358726068577764 B E (T

Slika 5. Primjeri slanja Automatskog posla na oznaceni uredaj

Actions @
Device Groups @

Select Command

Search for Name | Description |~ n ~

ID ] Name Dashboard Description Conditions Push Command
22852 O  Baterija No napunjenost baterije SQL WHERE battery_level < 8.6
2187 Android vo Yes SQL WHERE os_version = '9° Select Automation Job
Test instalacija aplikacije ~

Push Automation Job

ProMDM d.o.0

Create a New Automation Job

Slika 6. Primjer slanja Automatskog posla na oznacenu grupu uredaja

Kreirani Automatski posao Saljemo direktno na odabrani uredaj kroz , Actions — Select Automation Job” izbornik ili iz
Devices kartice oznacavanjem Zeljenog uredaja i slanjem Automatskog posla kroz ,Select Automation Job“ izbornik.
Na slican nacin moZemo poslati Automatski posao na oznacenu grupu uredaja. Slanje Automatskog posla na
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odredenu grupu ili na vise njih, moze se definirati i unutar same konfiguracije Automatskog posla odabirom Zeljene
grupe pod ,, Automation Scope” - , only devices from selected groups:“.

Automation Scope

() all devices

(@ only devices from selected groups:

Android v9

Baterija
Not before Not after
in UTC time zone in UTC time zone

Slika 7. Odabir grupe uredaja unutar Automatskog posla
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2. Obavijesti (Notifikacije)

Odabirom kartice ,,Notifications” mogu se kreirati obavijesti koje Zelimo poslati na jedan uredaj, grupu uredaja ili na
sve uredaje. Kroz obavijesti mozemo slati tekstualnu poruku i/ili link do odredene web stranice (URL link) kao $to se
vidi na primjeru na slici.

Edit Notification @ Delete  New

Name

Test poruka

Note

poruka za korisnike uredaja

Text Message

saznajte vide o e-Skoli

Link URL (optional)

https://iwww.e-skole.hr/

Cancel Save

Slika 8. Primjer kreiranja obavijesti

Obavijest se moZe poslati na uredaj, grupu uredaja ili na sve uredaje kroz ,Actions” izbornik.

Actions @
Devices @
Select Command
Searchfor Usemame |v u Notification 5

Found 2 devices Download & Test poruka ~

O ID Username 0s Label uDID Serial Product © Enrolled at | © LastAckCmd *** Push Command
] 39424 g”dm‘d 0039424 100d8fc5b46537dd  878807000008FCV1 8788 7 3 days ago L‘f:uttia;‘gz
Select Automation Job
0 @ il 27360 pro.mdm@skole.hr g”dro‘d test 46fcbc8e3bcd5006  RIBMEDBXFAA 230s about 1 17 minutes .

month ago ago

Push Automation Job

Slika 9. Slanje obavijesti na oznaceni uredaj pod karticom "Devices"
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8788 7 @i

Actions @

In good condition, last health check was about 18 hours ago, and
next health check is scheduled for about 6 hours

2 minutes ago

Corporate device policy

¥ Last 10 Commands

Command replied less than a minute ago
InstalledApplicationList (Acknowledged)
Created by AutomationJob: Osnovni
Healthcheck - device infos update

Select Command

Nofification

Test poruka

Push Command

set
foxconn 8788_7
- Command replied less than a minute ago
Android 8 ManagedApplicationList (Acknowledged) Select Automation Job
109d8fc5b46537dd Created by AutomationJob: Osnovni
Healthcheck - device infos update
878807000008FCV1
358726068577764 Command replied less than a minute ago Push Automation Job
edit ProfileList (Acknowledged)
Created by AutomationJob: Osnovni e '
odit) 0039424 Y ! Create New Automation Job
Healthcheck - device infos update
Slika 10. Slanje obavijesti direktno na uredaj kroz "Actions" izbornik
Actions @
Device Groups @
Select Command
Search for| Hame | Description | n Notification
D O Name Dashboard Description Conditions Test poruka
285 [0 Baterija No napunjenost baterije SQL were battery Push Command
2812 Android v Yes SQL WHERE o05_version = ‘g

Select Automation Job
Slika 11. Slanje obavijesti na odredenu grupu uredaja

Nakon uspjeSnog slanja, obavijest e se prikazati na uredaju, a prilikom primanja prve obavijesti kreirat ¢e se mapa u
koju se spremaju sve obavijesti koje su stigle na ureda;j.

10:47 m @

&"‘1 ProMDM obavijest

saznajte vise o e-Skoli

UREDU

Slika 12. Obavijest je stigla na uredaj
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1052 W m @

Obavijesti

'LU

OBRISI OBAVIJESTI

Slika 13. Sve obavijesti koje su stigle na uredaj vide se u mapi
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Odabirom kartice ,,Media Files” u Osnovnom izborniku moze se vidjeti popis svih kreiranih datoteka. Datoteke koje

se mogu dodavati i slati na uredaje obi¢no imaju ekstenzije txt, pdf, jpeg i slicno. Kako bi dodali novu datoteku

potrebno je odabrati,,New”, upisati njen naziv i opis, te odabrati datoteku preko ,Select file to upload — Browse”

tipke. U polje ,,Kind“ moZze se upisati ekstenzija datoteke, no to polje ¢e se samo popuniti ako se ostavi prazno. Po

Zelji mogu se upisati i podaci o autoru u polje ,,Author” i verzija datoteke u polje , Version“. Na kraju postupka

potrebno je spremiti novu datoteku pritiskom na tipku ,Save”. Nakon toga nova datoteka se vidi odabirom kartice

,Media Files” u popisu dodanih datoteka - ,Managed Media Files”.

Managed Media Files ®

New

Search for  Title | Description | Identifier |+ Kind n

Title Description Identifier Version Kind File

New Managed Media File @

Global

Title Identifier
Upute
Description Kind

MDM bipute za administraciy

Apple devices will accept only one of the following: pdf, epub (gzipped epub), ibooks (gzipped iBooks Author-

exported book)

Author Android devices will accept: pdf, txt, rif, doc, xls, ppt, docx, xIsx, pptx, onenote, jpg, jpeg, png, gif, vcf, mp4,

and mkv.

Select file to upload

Version Browse... | MDM upute za administraciju v1.0.pdf

Managed Media Files @

g—
Cancel Save

Search for  Title | Description | Identifier | Kind n
Title Description Identifier Version Kind File Global
Upute MDM upute za administraciju os-test0604-zg.skole.hr.doc-ab851bc4 77559480 pdf MDM_upute_za_administraciju_v1.0.pdf (2.15 MB) No

Slika 14. Dodavanje nove datoteke

Datoteke je moguce instalirati na sve uredaje pojedinacno ili preko grupe. Ako datoteku Zelite poslati na sve

uredaje, to je mogude napraviti putem Automatskog posla odabirom komande ,,InstallMedia“, a postupak kreiranja i

slanja Automatskog posla opisan je pod tockom 1 ovog dokumenta.

10
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Priority InstallMedia ~ || Upute (os-test0604-zg.skole hrdoc-ab9. ..

10 =2

Slika 15. Odabir MDM komande za instalaciju datoteke

Osim slanja putem , Automatskog posla“ datoteka se moZze poslati na jedan uredaj, grupu uredaja ili na sve uredaje
direktnim slanjem komande ,,InstallMedia“ iz ,,Actions” izbornika, slicnim postupkom kao kod instaliranja aplikacija ili

profila.

Devices @

Found 2 devices Download &

D Username os Label uDID Serial Product Enrolled at Last Ack Cmd
= W 39424 Android 9 0039424 109d8fc5b46537dd 878807000008FCV1 8788_7 3 days ago about 1 hour ago
O . = W 27360 pro. mdm@skole_hr Android 9 test 46fcbcBe3bed5906 R38MBOBXFAA a30s about 1 month ago about 1 hour ago
#8788 7 @i
@ I good condtion, last heaith check was about 19 hours ago, and next health check is scheduled | _ oo
for about 5 hours d

Device Info updated  about 1 hour ago

= Corporate device policy

Owner (set)
Model  foxconn 8788 _7
OS5 Android 9
UDID 109d8fc5b46537dd
Serial  378867000008FCV1
IVEI  358726068577764
Tags (edit)

Label (edit) 0039424

Command created 38 minutes ago Notification (Acknowledged)
Created by User- Pro Mdm (pro mdm@aos-test0604-zg skale hr)

Command created about 1 hour ago Notification (Acknowlsdged)
Created by User: Pro Mdm (pro.mdm@os-test0604-zg.skole. hr)

Command replied about 1 hour ago InstalledApplicationList
(Acknowledged)
Created by AutemationJob: Osnovni Healthcheck - device infos update

Command replied about 1 hour ago ManagedApplicationL ist
{Acknowledged)
Created by AutomationJab: Osnovni Healthchack - devics infos updats

Slika 16. Instaliranje datoteke na uredaj

Actions @

Select Command

InstallMedia ~

\ Upute (0s-test0604-zg ska |v

Push Command

Select Automation Job

Push Automation Job

Actions @

Select Command

InstallMedia

Upute (os-test0604-zg.ska | v

Push Command

Select Automation Job

Push Automation Job

Create New Automation Job

Actions @
Device Groups @
Select Command
Search for  Name | Description |+ n InstallMedia
o O | Hame Dashboard Description Conditions Upute (05-test0604-2g.sko |~
285 [ Baterija No napunjenost baterije SQL weRe battery_level < 0.6 Push Command
2187 Android v Yes SQL HHERE os_ve: P

Slika 17. Instaliranje datoteke na grupu uredaja

Select Automation Job

11
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4. Slike (Image Library)

Postavljanje slike u karticu ,Image Library“ koja se nalazi u Osnovnom izborniku s lijeve strane ekrana je jednostavno.
Pritisnemo ,New” i ubacimo Zeljenu datoteku u .png ili .jpeg formatu preko ,, Browse” tipke. Definiramo ime slike, a

mozemo dodati i kratak opis. Takva slika moZe se ubaciti u ,Web clip“, Sto je detaljno objasnjeno u uputama za
Profile.

Select a PNG or JPEG image to upload

Browse... | skolazazivot.JPG
Name

skola za zivot

Description

Cancel Save

Slika 18. Postavljanje slike pod "Image Library"

12
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5. Korisnicka podrska

U slucaju poteskoc¢a, CARNET vam stoji na raspolaganju putem e-mail adrese helpdesk@skole.hr ili putem
telefonskog broja 01-6661-500 svakim radnim danom od 8 do 20 sat

13
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