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1. Uredaji
Odabirom kartice ,,Devices” u Osnovnom izborniku otvorit ¢e se popis svih uredaja prijavljenih u MDM sustav.

Devices

Search for  Usemame v n

Found 3 devices Download £

] D Username 0s Label uDID Serial Product Enrolled at Last Ack Cmd

O @ = @ 39424 pro.mdmi@skole.hr Android 9 0039424 bl1cdb2efle316db4 878807000008FCV1 8788 7 about 18 hours ago about 18 hours ago
00 = W 32084 marko makovaci@skole hr Android 8.0.0 TestAS 07003eb12ch5ef66 52004BA2EAEC15BT aby17lte 6 days ago 6 days ago

Ooe = W 27360 pro.mdmi@skole.hr Android 9 Ratko 46fcbcBe3bcdb906 R38MBOSXFAA a3ls 7 days ago about 3 hours ago

Slika 1. Popis svih uredaja

Za svaki uredaj u tablici uredaja vidljivo je nekoliko podataka. U drugom stupcu obojeni kruzi¢i oznacavaju stanje
uredaja. Oznaceni su istom bojom kao i u statistici o stanju uredaja. Dalje se u ovom primjeru vide korisni¢ko ime
pod kojim je uredaj prijavljen u MDM, operacijski sustav, oznaka — labela uredaja, UDID, serijski broj uredaja itd.

Podatke koji se prikazuju u ovoj tablici moguce je mijenjati odabirom oznake ,,...“ u zadnjem stupcu:

—
O D Username 0os Label ubiD Serial Product Enrolled at Last Ack Cmd
_———

Slika 2. Oznaka za otvaranje izbornika za mijenjanje podataka koji se prikazuju u tablici uredaja

Odabirom te opcije otvorit ée se izbornik u kojem moZete pomocu ,drag & drop“ opcije odabrati koje podatke o
uredajima Zelite vidjeti u tablici.

Drag & drop columns below:

Emall | User Dispiay Hame | MEI | Devica Wwoael | Devica Hame | Devica CN | PTIONG Humbar ‘ MEID | MO8 FIMWENS Varsion | Cellmar Technology | Current camer Network | I8 Roaming? | voice Roaming Enablea? | Dats Roaming Ensbied? | Personal Hotspot Enaniecy

SIM Carmier Hetwork | Batfary Leval | Device Capacity

fwslisble Capacity

Baustootn MAC | WIFI MAC

Jelibreak Datactss? ‘ OSversion | User_agentstring | Android Agent version | Android Agent intsrval (nowrs) | Fortagent version | Sameung API version | KMOX version

KNOX container stafus Haafin Checked

12 Androld for Warkc? | Ia Supenvised?

Last Connect | Disenrolled | TAGE | IcCin

gmmp®

Slika 3. Izbornik u kojem moZemo odabrati podatke koje Zelimo vidjeti u tablici uredaja

Devices table columns (drag & drop to re-order):

| o | Username | OS Serial | Product

Label | uDiD
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Vise informacija o samom uredaju mogude je vidjeti pritiskom na Zeljeni uredaj. Odabirom uredaja otvara se kartica
na kojoj je moguce vidjeti informacije o samom uredaju:

& = O o & Hrvatska Akademska i IstraZivacka MreZa (CARNet) [HR] | httpsy//mdm.skolehr/admin/devices/39424 T = 1=

ZINET) & Pro Mdm (pro.mdm@os-test0604-zg.skole.hr) -

. Actions

Dashboard 8788 7 1
— Select Command
MyEeticeS @ Ingood condition, last health check was ~ Last 10 Commands -
about 17 hours ago, and next health check &
Devi i
16ES 2schaduledprahouiiifions Command replied less than a minute ago InstalledApplicationList Push Command
less than a minute ago (Acknowledged)
Groups . -  device
= Corporste device policy uC;::::d by AutomationJob: Osnovni Healthcheck - device infos Create New Automation Job

Profiles Pro Mdm (pro.mdm(@os-test0604-zg.skole hr)

foxconn 8788_7 Command replied less than a minute age ManagedApplicationList

Automation ) (Acknowledged)
Android 9 Created by AutomationJob: Osnovni Healthcheck - device infos
bicd52efle316dbd update @ It might take a while for device to

Netifications

B878387000008FCV1 execute queued MDM command

Apps

Media Files

Image Library

Certificates

Users

My Organization

Tools

mmand

358726068577764

0039424

Dalvik/2.1.8 (Linux; U; Android 9; 8788
_7 Build/PPR1.188618.811) ProMDMFort/3.

8.2;Build/3820;5SAFE/@
2]

3.8.2 (3820)

2020-01-22 17:59:22 +0100
2020-01-25 11:10:37 +0100
2020-01-24 18:01:24 +0100
2020-01-24 18:01:24 +0100
2020-01-25 11:10:37 +0100

Command replied less than a minute ago ProfileList (Acknowledged)
Created by AutomationJob: Osnovni Healthcheck - device infos
update

Command replied less than a minute ago CertificateList
(Acknowledged)

Created by AutomationJob: Osnovni Healthcheck - device infos
update

Command replied less than a minute ago Devicelnformation
(Acknowledged)

Created by AutomationJeb: Osnevni Healthcheck - device infos
update

Command replied 3 days age InstalledApplicationList (Acknowledged)
Created by AutomationJob: Osnovni Healthcheck - device infos
update

Slika 4. Informacije o uredaju

depending on connectivity. Please,
refresh the page to see the current
status
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2. Brisanje uredaja iz MDM sustava

Prilikom disenroll-anja ili brisanja uredaja iz MDM sustava potrebno je potvrditi OK na upozorenju, te u drugom
koraku upisati vlastiti UPN. UPN se moze vidjeti u ,Users” tablici. User Principal Name - UPN je ime sistemskog
racuna u email adresnom formatu.

Users @

Search for| Username b n

Found 11 users Download &

D Devices o Username Display Name UPH
|:| ED 258 pro.mdm2i@skole.hr pro mdm pro.mdm2@os-test-zg.skole.hr
|:| ED 261 radmin radmini@os-test-zg skole hr Iradmin@us—test—zg.skule.hr I

Slika 5. UPN u "Users" tablici

UPN je moguce vidjeti i u gornjem desnom dijelu ekrana, gdje se vide podaci o korisnickom racunu.

& radmin@os-test-zg.skole.hr (radmin@os-test-zg.skole.hr) -

Tek nakon ispravno unesenog UPN-a uredaj je obrisan iz MDM sustava.

t.promdm.net says n

Device record and all related data will be deleted from MDM.

Continue?

rT .

L e T

Slika 6. Dodatno upozorenje prilikom brisanja uredaja.
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For additional action apraoval please enter your LIPM!
|radmin@ns—test—zg.sknle.hr

| Prevent this page from creating additional dialogs

Cance

Slika 7. U ovom koraku potreban je unos UPN-a administratora.
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3. Informacije o uredajima

#8788 7 i

@ In good condition, last health check was about 17 ~
Last 10 C d
hours ago, and next health check is scheduled for L ommands

Device Info updated

Owner (set)
Model

0S5

upID

Serial

IMEI

Tags (edit)
Oznaka (edit)
USER_AGENT

Samsung API

Fort Agent version
Last Checkin at

Last Connect at
Health Checked at
Last Push At

Last Ack Command at
Battery Level
Memaory Available %

Memory Available [/
Capacity

Device Name

035 Version

Build

Model Name

Model

Product Mame

Serial

Cellular Technology
IMEI

Modem Firmware Version
WiFi MAC

Data Roaming Enabled
Is Roaming

Subscriber MGC
Active Wi Fi

Contact Server interval
Iz Android for Work

KNOX ready for
installation

Device Encryplion Status

about ¥ hours

less than a minute ago

Corporate device policy

Pro Mdm {pro. mdm @ os-test0604-zg.skole_hr)

foxconn 8788_7
Android 9
bicd52efle316dbd
E7EE@TOB888EFCV1

35872606857 7764

0039424

Dalvik/z.1.@ (Linux; U; Android 9; 8788 _7 Buil
d/PPR1.128@610.811) ProMDMFort/3.8.2;Build/3828;

SAFE/®
a

3.8.2 (2328)
2020-01-22 16:59:22 UTC
2020-01-25 10:28:13 UTC
2020-01-24 17:01:24 UTC
2020-01-25 10:28:12 UTC
2020-01-25 10:28:13 UTC

55%

96%
2292423730 GB

&786_T
]

PF123UX.P1.V10.32 HRA-V0E 6799

Foxconn 8788_7
8788_T7

8788_7
F78807000008FCV1
0

358726068577764
MOLYLR12A R2 MPV102.5
00:08:22:64:13:FC
false

false

0

ithr

true

false

ACTIVE

Command replied less than a minute ago Devicelnformation {Acknowledged)
Created by User: Pro Mdm (pre.mdmi@os-test0604-zg.skole.hr)

Command replied 18 minutes ago InstalledApplicationList (Acknowladged)
Created by AutomationJob: Osnovni Healthcheck - device infos update

Command replied 18 minutes ago ManagedApplicationList (Acknowledged)
Created by Automationdob: Osnovni Healthcheck - device infos update

Command replied 18 minutes ago ProfileList (Acknowledged)
Created by AutomationJob: O=snovni Healthcheck - device infos update

Command replied 18 minutes ago CerfificateList (Acknowledged)
Created by Automationdob: Osnovni Healthcheck - device infos update

Command replied 18 minutes ago Devicelnformation (Acknowledged)
Created by AutomationJob: O=snovni Healthcheck - device infos update

Command replied 3 days ago InstalledApplicationList (Acknowledged)
Created by Automationdob: Osnovni Healthcheck - device infos update

Command replied 3 days ago ManagedApplicationList (Acknowledged)
Created by AutomationJob: Osnovni Healthcheck - device infos update

Command replied 3 days ago ProfileList (Acknowledged)
Created by AutomationJob: Instaliraj obavezne profile nakon enrollmenta

Command replied 3 days ago InstallApplication (Acknowledged)
Created by AutomationJob: Instalacija aplikacija nakon enrolimenta

All Device Commands

* Certificates o
updated 18 minutes age =

Identitiy Certificate is valid for 12 months

» Installed Profiles (]

updated 18 minutes age =

Select Profile to Install e Install Profile

*» Managed Apps o

updated 13 minutes age &

‘Select App to Install A Install App

» Managed Media Files (0]

not yet updated... =

Select Media File to Install ~~ Install Media File

Slika 8. Sredisnji ekran s informacijama o uredaju
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Podaci u lijevom dijelu srediSnjeg ekrana prikazuju razne korisne informacije o uredaju, ali nisu u realnom vremenu.
Da bi dobili podatke u realnom vremenu, potrebno je na uredaj poslati naredbu , Devicelnformation” odabirom
plavog slova ,i“.

8788 7(i
@ In good condition, last health check was ~
about 17 hours ago, and next health check d
is scheduled for about 7 hours
Device Info updated  less than a minute ago
=

mm Corporate device policy

Cwner (set)  Pro Mdm (pro.mdm{@os-test0604-zg.skole hr)
Model  foxconn 8788 7

Slika 9. OsvjeZavanje liste informacija o uredaja slanje komande "Devicelnformation"

Ta akcija je generirala izvrSenje komande , Devicelnformation” koja se moze vidjeti u popisu zadnjih 10 naredbi. Kada
je ta naredba izvrSena ona se nalazi u statusu ,, Acknowledged”, a lista informacija o uredaju koja se vidi s lijeve
strane ekrana je osvjeZena.

3 * Last 10 Commands

Command replied less than a minute ago Devicelnformation (Acknowledged)
Created by User: Pro Mdm (pro.mdmi@os-testde04-zg_skole hr)

Slika 10. Komanda "Devicelnformation" je uspjesno izvrSena i nalazi se u statusu "Acknowledged"

U izbornicima s desne strane sredi$njeg ekrana mozete vidjeti popis zadnjih deset naredbi koje su poslane na uredaj.

Osvjezavanije liste (kao i svih ostalih lista) radi se odabirom plavog znaka za obnovu. Ako je naredba obojana u bijelo i
pored nje stoji ,Acknowledged”, to znaci da je naredba izvrSena na uredaju. Ako je naredba obojana u Zuto i pored
nje stoji ,,Waiting”, to znaci da naredba jos nije izvrSena. Odabirom crvenog kruZziéa sa znakom ,,x“ moguce je
ponistiti slanje naredbe koja dulje vrijeme stoji u redu za izvrsavanje.
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El * Last 10 Commands

Command created less than a minute ago Devicelnformation (waiting)
Created by User: Pro Mdm (pro.mdmi@os-testidGid-zg.skole. hr)

Command replied 24 minutes ago Devicelnformation (Acknowledged)
Created by User: Pro Mdm (pro.mdmi@ios-testidGid-zg skobe hr)

Command replied 41 minutes ago InstalledApplicationlist (Ackmowledged)
Created by Automationob: Osmowvni Healthcheck - device infos update

Command replied 41 minutes ago ManagedApplicationList (Acknowledged)
Created by Automationob: Osmowvni Healthcheck - device infos update

Command replied 41 minutes ago ProfileList (Acknowledged)
Created by Automationob: Osmowni Healthcheck - device infos update

Command replied 41 minutes ago Certificatelist (Acknowledged)
Created by Automationob: Osmowvni Healthcheck - device infos update

Command replied 41 minutes ago Devicelnformation (Acknowledged)
Created by Automationob: Osmowvni Healthcheck - device infos update

Command replied 2 days ago InstalledApplicationList (Acknowledged)
Created by Automationob: Osmowni Healthcheck - device infos update

Command replied 2 days ago ManagedApplicationList (Acknowledged)
Created by AutomationJob: Osnowni Healthcheck - device infos update

Command replied 3 days ago Profilelist (Acknowledged)
Created by AutomationJob: Instaliraj obavezne profile nakon enrolimenta

All Device Commands

Slika 11. Oznacene su tipke za osvjeZavanje liste zadnjih 10 komandi i poniStavanje slanja komande na uredaj.
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Last Checkin at
Last Connect at

Health Checked at

znanostii
obrazovanja

Ministarstvo . " PROMDM éK Mﬁ CARNET
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Znanje povezuje

In good condition, last health check was about 17 ~
hours ago, and next health check is scheduled for o
about 7 hours .. . . T

_ Na lijevoj strani ekrana mogu se vidjeti razne
less than a minute ago

o korisne informacije o uredaju poput statusa,
Corporate device policy
P Nk Goro mieiion SaeiE0s mt atiia iy vlasnika uredaja, labele ili oznake, verzije Fort
foxconn 8788_7 agenta koja je instalirana na uredaju, statusa
Android 9 baterije, OS verzije, serijskog broja uredaja, IMEI
e itd. Polja koja pored naziva imaju znak (set) ili
878807000008FCV1 . v .. T o

(edit) mogu se ru¢no mijenjati ili postaviti.

358726068577764
0039424

Dalvik/2.1.@ (Linux; U; Android 9; 8788_7 Buil
d/PPR1.18€610.011) ProMDMFort/3.8.2;Build/3820;
SAFE/®

e

3.8.2 (382¢)
2020-01-22 16:59:22 UTC
2020-01-25 10:28:13 UTC
2020-01-24 17:01:24 UTC
2020-01-25 10:28:12 UTC
2020-01-25 10:28:13 UTC

65%

96%
22924723730 GB

8788_7

9

PF123UX.P1.V10.32. HRA-V08.6799
Foxconn 8788_7

8788_7

8788_7
878807000008FCV1

0

358726068577764
MOLY.LR12A R2 MPV102.5
00:08:22:64:13:FC

false

false

faise

ACTIVE

Slika 12. Korisne informacije o uredaju

10
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Ispod popisa zadnjih 10 komandi vide se lista instaliranih certifikata, lista instaliranih profila, lista aplikacija
instaliranih kroz MDM sustav, lista instaliranih multimedijskih datoteka, te lista aplikacija koje nisu instalirane kroz
MDM sustav. Svaku od lista u nastavku potrebno je osvjeziti pritiskom na plavi znak za osvjezavanje. Liste se otvaraju
pritiskom na plavi trokuti¢. 1z tih prozora moze se poslati komanda za brisanje (,,remove”) instaliranih aplikacija,
profila ili multimedijskih datoteka.

B:ertiﬁcatﬁ e

updated less than & minuie ago &

Current ldenfity Certificate

58T 28083577 754 05-testD804-zg. skole.hr
Serial: 1888645583

Expirafion: 2021-01-21 00:00:00 UTC

358T 2606857 TT64 o5-testlE04d-zg skole hr

{Identity Certificate)
Serial: 1eaea45583
Expiration: 2021-01-21 0000000 UTC

ProMDMRootCAv2

Serial: 16989754636492547543562292 72587 7E2E3881
Expiration: 2058-08-16 10:02:13 UTC
CertHatTinyPKI-RootCAv1

Serial: 1eea0amma1

Expiration: 20238-08-30 00:00:00 UTC

Identitiy Certificate is valid for 12 months

Slika 13. Lista instaliranih certifikata

= installed Profiles [6 ]

updated less than a minute ago &

@ Labela na zakljuéanom ekranu

hr.skobe profile-065fdbBd 10c03c01

Ramove

@ Zabrana modificiranja racuna

hr.skpbe.profile-1de8 197624147417

Ramove

@ Glavne restrikcije

hr.skpbe.profile-278388e 1730cTa13

Remove -
Slika 14. Lista instaliranih profila

11
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* Managed Apps a

updated less than a minute ago

IZZ1 he.izzi.izziapp

Wersion: 1.0.2

Size: 10.2 ME

Managed and will be removed with MDM profile

Ramove

Matific School com.slatescience.Matific
ersion: 4.7.0.3

Size: 8232 MB

Managed and will be removed with MDM profile

Remove

Oxford Books axford.learners. bookshelf

‘“ersion: 4.9.8
Size: 20.2 ME
Managed and will be removed with MDM profile

Ramove

Slika 15. Lista aplikacija instaliranih kroz MDM sustav

¥ Managed Media Files 1]

updated less than a minute ago o

Upute upute

Kind: tet

‘ersion:

Author: -

Managed. in Books, and will be removed with MOM profile

Ramove

Select Media File io Install Install Media File

Slika 16. Lista instaliranih multimedijskih datoteka

= instalied Apps 143

updated 5 minuies ago OF
Postavljanje Androida com.google.android.apps.restore

ersion: 1.0. 265666269
Size: .55 MB

Gboard con.google. android. inputmethod. latin
‘ersion: 8.6.10.266015648-release-armbBd-vBa
Size: 80.82 MB

IZZ] he.izei.izziapp

Version: 1.022
Size: 10.2 MB

Slika 17. Lista aplikacija koje nisu instalirane kroz MDM sustav

12
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U ovom dijelu ekrana moguce je poslati komande za instalaciju profila, aplikacija i multimedijskih datoteka.

* Installed Profiles @

updated 1 day ago £

Select Profile (o Install ' Install Profie

¢ Managed Apps 0

updated 1 day ago £

Salect App o Install Tt In=tall App

* Managed Media Files (1]

updated & days ago £

Select Media File o Install ~ Install Media File

Slika 18. Instaliranje profila, aplikacija i multimedijskih datoteka

13
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4. Akcije

Pritiskom na plavi znak u desnom gornjem kutu ekrana otvara se polje u kojem se mogu slati razne komande
na Zeljeni uredaj. Pritiskom polja ,,Select Command” otvara se lista komandi.

DT 4 Pro Mdm (pro.mdm@os-testl604-zg.skole.hr) -

Slika 19. Otvaranje polja za slanje komandi na uredaj

Select Command
Security
Devicel otk
Push Command
CleaiPassonde
Greate New Automation Job Actions
EraseDevice
Select Command EnierpriseyYipe
- m R
. . Push ﬂoﬁfwaﬁons RemoveknoxConlainer
1 might take a while for device 1o Notification
Execute queusd MDOM command Inventory
i " LockkKnoxConkainer
depending an connectivity, Pleass Devicelnformation
fileLi
refrash the page b ses the curnent Pro le:elts;l.lst UntockicnosConl gines
e InstalledApplicationList
ManagedAppIieeﬁonList EnablekKnoxConlainer
MsanagedMediaList
Securitylnfo ResetknoxP assvwond
Profiles
InstallProfile EncrypiDeviceSlorage
RemoveProfile
Apps EnenyplSDCand
InstallApplication
RemoveApplication DecryplSDCard
ApplicationConfigurstion
Mans_ gedApplicationFeedback EemoveAiedia
Media
InstaliMedia FAesiaritey
R veMedia el vioe
RemoveAllMedia
Settings LackScreanTexd
SetWallpaper
DataRoaming ActvateKnoxEnlerpnselicense
VoiceRoaming
PersonalHotspot DeactivateknoxEntarpnselicensa

Slika 20. Akcije kojima se salju razne komande na Zeljeni uredaj

14
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Push notifications
e Notification — sluZi za slanje tekstualnih poruka na uredaj. Poruke koje Zelimo slati prethodno moraju
biti definirane u Osnovnom izborniku pod Notifications.

Inventory

e Device Information —isto kao i pritisak na plavo slovo ,,i” kreira slanje ,Device Information”
komande.

e Profile List — kreira slanje komande koja osvjezava listu instaliranih profila na uredaju.

e C(Certificate List - kreira slanje komande koja osvjeZava listu instaliranih certifikata na uredaju.

e InstalledApplicationList - kreira slanje komande koja osvjezava listu instaliranih aplikacija na uredaju
koje nisu instalirane kroz MDM sustav.

e ManagedApplicationlList - kreira slanje komande koja osvjezava listu aplikacija na uredaju koje su
instalirane kroz MDM sustav.

e ManagedMedialist - kreira slanje komande koja osvjezava listu instaliranih multimedijskih datoteka
na uredaju.

e Securtiylnfo —slanje ove komande vraca podatke o prisutnosti passworda na uredaju, te da li on
odgovara sigurnosnoj politici.

security_infa:
PazscadePrasent: Lrus

PasscodeCompliantWithProfiles: true
Passcodefompliant: Lrue

Slika 21. Security info

Profiles

e InstallProfile — slanje komande za instaliranje profila koji su kreirani na MDM sustavu u Osnovnom
izborniku pod ,,Profiles” na Zeljeni uredaj. Odabere se profil iz ponudene liste. Na isti nacin se
instaliraju aplikacije i multimedijske datoteke.

3 Actions
. InstallProfile -

Select Command

InstallProfile ““ Corporate MDM Configuration (hr.skole. ...
Glavne restrikeije (hrskole.profile-2..

Google Play zabrana (hr.skole_profile-..

Labela na zakljufanom ekranu (hr.skole. ..
Password (PIM) politika {br.skole.prof...
test (hr.skole os-testi804-zg profile)

Fush Command = == -
Zabrana medificiranja racuna (hr.skole...

Slika 22. Instaliranje profila

e RemoveProfile — slanje komande za deinstaliranje profila koji se nalazi na uredaju.

15
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Apps

InstallApplication — slanje komande za instaliranje aplikacija koje se nalaze na MDM sustavu u
Osnovnom izborniku pod ,Apps” na Zeljeni uredaj.

RemoveApplication — slanje komande za brisanje aplikacije koja je instalirana na uredaju. Prije te
komande potrebno je osvjeziti listu instaliranih aplikacija slanjem komande
»ManagedApplicationList”.

ApplicationConfiguration — slanje komande za konfiguraciju aplikacija koje imaju funkcionalnost
upravljanja.

Managed ApplicationFeedback — slanje komande koja vraé¢a odredene informacije od aplikacije koja
ima funkcionalnost upravljanja i vra¢anja informacija.

Media

InstallMedia — slanje komande za instalaciju multimedijskih datoteka koje se nalaze na MDM sustavu
u Osnovnom izborniku pod ,,Media Files”.

RemoveMedia — brisanje multimedijske datoteke koja je instalirana preko MDM sustava na ureda;j.
RemoveAllMedia — brisanje svih multimedijskih datoteka koje su instalirane preko MDM sustava na
uredaj.

Settings

SetWallpaper — postavljanje slike za podlogu na uredaju.

DataRoaming — ukljucivanje i iskljucivanje moguénosti koristenja ,data” prometa u stranim zemljama
,roamingu”.

VoiceRoaming - ukljucivanje i iskljucivanje mogucénosti koriStenja glasovnog ,voice” prometa u
stranim zemljama ,,roamingu”.

PersonalHotspot — ukljucivanje i isklju¢ivanje osobnog wifi ,hotspota“ na uredaju.

Security

Devicelock — slanje komande za zaklju¢avanje ekrana uredaja.

ClearPasscode — slanje komande za ponistavanje password-a. Ako na uredaju postoji profil koji
definira pravila postavljanja password-a, bit ¢e potrebno promijeniti password u skladu s pravilima.
EraseDevice — slanje komande za vracanje uredaja na tvornicke postavke

EnterpriseWipe — slanje komande koja ¢e izbacuje uredaj iz MDM sustava i brise aplikacije, profile i
multimedijske datoteke koje su instalirane preko MDM sustava

Android

RemoveKnoxContainer — slanje komande za deinstaliranje Samsung Knox kontejnera
LockKnoxContainer — slanje komande za zaklju¢avanje Samsung Knox kontejnera
UnlockKnoxContainer — slanje komande za otklju¢avanje Samsung Knox kontejnera
EnableKnoxContainer — slanje komande za instaliranje Samsung Knox kontejnera
ResetKnoxPassword — slanje komande za resetiranje password-a od Samsung Knox kontejnera
EncryptDeviceStorage — slanje komande za enkripciju podatkovnog prostora od uredaja
EncryptSDCard - slanje komande za enkripciju SD kartice

DecryptSDCard - slanje komande za dekripciju SD kartice

RemoveAllMedia — komanda za brisanje svih medijskih datoteka s uredaja

RestartDevice — komanda za restartanje uredaja

LockScreenText — komanda za slanje proizvoljnog teksta ili labele uredaja na zakljucani zaslon
uredaja. Proizvoljni tekst upisuje se u polje ,,Lock screen text”. Da bi se poslala labela u to polje je
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potrebno upisati [[target_device.label]] . Komandu je potrebno poslati pritiskom na ,,Push
Command”.

Actions @

Select Command

DataRoaming R

Push Command

Select Automation Job

i Tu se nalazi i polje za slanje Automatskih poslova na uredaj. Mogu se slati
Automatski poslovi koji su definirani u Osnovnom izborniku pod ,Automation”,
Fush Automation Job a mogu se i kreirati pomocu linka ,Create New Automation Job“.

Create Mew Automation Job

Zadnje dvije tipke omogucavaju izbacivanje , Disenroll” uredaja iz ProMDM
sustava. Za takav uredaj u konzoli i dalje postoji zapis, a da bi se vratio u
ProMDM mora se ponovo prijaviti putem QR koda. Tipka ,Delete” kompletno
briSe uredaj iz ProMDM sustava.

Slika 23 . Automatski poslovi, iskljucivanje i brisanje uredaja iz ProMDM sustava
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¢ B Professional Mobie Device Management

Mijenjanje oznaka (tagova) za viSe uredaja odjednom

Devices @

SK

L&

za Eivot

Z= C

Select Command

Search for Usemmame

Found 5 devices ¥ Download

O D

0@ & 215985
@ = 215822
@ = 215740
@ = 215556
i 215553

Tagove je moguce dodavati, mijenjati ili obrisati za vise uredaja odjednom. Potrebno je odabrati Zeljenu grupu
uredaja i pritisnuti link ,,Change Device Tagging“. U iduéem koraku otvara se prozor u kojem se mogu na tim
uredajima obrisati postojeci (,Remove” ili ,Remove All Tags“) ili dodavati novi tagovi pomocu ,,Add“ funkcije.

Username

test.skola3@skole.hr

test.skola3@skole.hr

test.skola3@skole.hr

test.skola5@skole.hr

User Display Name OS

Test Skola

Test Skola

Test Skola

test skola

Android
9

Android
10

Android
6.0

Android
7.0

Android
8.1.0

Slika 24.

Label

0215965

0215822

0215740

0215556

0215553

Serial

878807000007FCV1

C20000101D4C5FCV1

0123456789ABCDEF

PMP280682401354

330052DESFF86501

Enrolled at

20 days
ago

20 days
ago

24 days
ago

26 days
ago

26 days
ago

Last Ack Cmd

about 3 hours
ago

about 19 hours
ago

about 3 hours
ago

26 days ago

3 days ago

Mijenjanje oznaka na vise uredaja

Push Command

Devi
Select Automation Job

foxc
878t

foxc Push Automation Job

vival ' Create a New Automation Job

table
39 1
0 Delete
pres
pmig10} might take a while for device to execute
sani queued MDM command depending on

{585  Connectivity Please, refresh the page to

see the current status

|I Change Device Tagging I

ARN=T

znanje povezuje

Pomocu ovih opcija moguce je na pocetku nove godine zamijeniti oznake uredaja koji su bili u 2B razredu s oznakom
novog razreda 3B. Za potvrdu promjene potrebno je pritisnuti ,Apply“.

Device Tagging

@ Change Tags

Remove

Add

2B

g

() Remove All Tags

This will change tagging of 4 selected devices

Slika 25. Primjer mijenjanja oznaka za razred na pocetku skolske godine

18



wnsase BPROMDM  SKOLAER CARNZ=T

. ¢ B Professional Mobie Device Management za Livot . .
obrazovanja znanje povezuje

5. Korisnicka podrska

U slucaju poteskoca, CARNET vam stoji na raspolaganju putem e-mail adrese helpdesk@skole.hr ili putem
telefonskog broja 01-6661-500 svakim radnim danom od 8 do 20 sati.
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